


Introduction

1% MMNOG2026 Deploying Domain Names and Email Addresses in Local Languages




Need for Internationalization of
Domain Names and
Email Addresses
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The Domain Name System Has Evolved

Ly i
e < =2
Domain Name Internationalized Internationalized
System Domain Names Email Address
_ Community need for domain Standards also updated to
Domain names used to names in all languages (IDNs) support email address in local
navigate the internet so IETF developed standards languages (EAI) by IETF
] ] ]
Originally domain names Since 2003, ICANN and the Email addresses have been
only using letters a-z, digits community enabled IDNs, available in local languages
0-9 and hyphen. with top-level domains

available since 2009
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Rules for Forming Domain Names

ASCIl encodes a-z, digits, other Unicode standard encodes multiple scripts
symbols and keyboard functions
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Security and Usability with Variant Labels
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Root Zone Label Generation Rules

RZ-LGR Version 6 was published

in 2025 and integrates the
following scripts: 44

270+

* Arabic, Armenian, Bangla, ?::gsr;sted script conl'lmunlty
Chinese (Han), Cyrillic, by GP members volunteers
Devanagari, Ethiopic,

Georgian, Greek, Gujarati, 9 + languages supported by
Gurmukhi, Hebrew, Japanese 3 86 Generation Panel work
(Hiragana, Katakana, and years of work

Kanji [Han]), Kannada,
Khmer, Korean (Hangul and
Hanja [Han]), Lao, Latin,
Malayalam, Myanmar, Oriya,
Sinhala, Tamil, Telugu,
Thaana and Thai.

30+ 1 Generation

Panels
Public Comment
proceedings L

ICANN
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https://www.icann.org/resources/pages/root-zone-lgr-2015-06-21-en
https://www.icann.org/resources/pages/root-zone-lgr-2015-06-21-en
https://www.icann.org/resources/pages/root-zone-lgr-2015-06-21-en

Internationalized
Domain Name (IDN) and
Email Address

Internationalization (EAI)
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Internationalized Domain Name (IDN) Labels

example-123. g;l,ammaau."l‘vm
Second-level Top-level IDN
domain domain IDN top-level
second-lgvel domain
Second Level Domain (SLD), domain
example-123, is formed with Letters, \ Y J \_'_)
Digits and Hyphen (LDH). Additional
ules. e.a. mav not start With hvbhen Syntax of IDN Labels Syntax of IDN Labels
9. may yP Unicode code points as further constrained by

constrained by the “LDH”  the “letter” principle for

Label length of 63 octets scheme within IDNA 2008  TLDs

Top Level Domain (TLD), com,
must be alphabetic (RFC 1123)
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e Encoding system used in the DNS to represent non-ASCI| characters (e.g.
Arabic, Chinese, accented Latin letters, etc.) using only ASCII characters
(a—z, 0-9, and hyphens)

e Users see and type a domain name in their local script

e DNS internally converts it into a Punycode form

e That Punycode version is what DNS actually resolves

e Punycode-encoded labels always start with XN==




Two Equivalent Forms of IDNs

e U-Label — for the front-end interfaces, used by humans: (e.g. nw)

o Unicode string in UTF-8 format.
o Normalized to Unicode Normalization Form C (NFC).

e = U+00E8
e+ =e=U+0065 + U+0300

o Follow IDNA2008 protocol (not older IDNA2003 version)

e A-Label — for the back-end processing, used by machines (e.g. xn--o3cw4h )

o Formed with equivalent punycode (REC3492) prefixed by “xn--".
o Maximum length (RFC1035): label 63, domain name 255 octets.
o Convert from U-label in NFC form.
O

Example:
<okl 2 xn--mgbaam7a8h
La @bkl & xn--mgbbop3h.xn--mgbaam7a8h



https://unicode.org/reports/tr15/
https://datatracker.ietf.org/doc/html/rfc3492
https://datatracker.ietf.org/doc/html/rfc3492

Examples of Internationalized Domain Names

Armenian hudpunhwtimip-pujunud-phuwn. huy
JAR0QN-IR6AQQ-66R.NQG  Oriya
Georgian 16039MbOIM0-0053L005EMBOL-AYLG0-3)
Ct= 0| =0 QI0| E2tAHAE = Korean
Malayalam U@ 1&-0Ild® @3- 1@ 16L0IWM.EIRMOo

il ) g0, Jalll-(] gasll-dy a3 Arabic

MMNOG2026 Deploying Domain Names and Email Addresses in Local Languages



Email Address Internationalization (EAI)

e What is EAI
o Having UTF8 support for:

- mailbox name (before the @ sign)
- domain name (after the @ sign)

e What is not EAI
o Having UTF8 support in:

- Subject line

- Address comments
- Message body

o MIME provides all these in conventional mail
o Use of any character set other than UTF-8
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Email Address Internationalization (EAI)

name@example.com

Mailbox name is the label before the @

Doman name appears after the @ sign

In an email address both mailbox and
domain name are in ASCII

Mailbox name syntax governed by the
rules by the the email administrator

DHNANAADU@LILD
naEaU. Iny

Mailbox is in Unicode UTF-8 format (no
equivalent ASCII format)

Domain name may be an IDN. If IDN, it
can be in U-label or A-label format

- ALY amaa‘U@gLamaau.VLmn

- (SLEJ N1 R LU@xn--13cfk3a5bpd5gxc.xn--03cw4h)

Mailbox naming rules for each script
are set by the email administrator

MMNOG2026
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Examples of Internationalized Email Addresses

Armenian Ephnun-ptun@hwdpunhwiunip-pujunid-phun. huy
BFHHENIQEREERNL.EZIMR Chinese
Devanagari SHA-TRIETUI@UTIH I AH-Efhid-oI&TOT. HaTS+T
Ll ) go. Jalill- gidll-ds 2@ S5 V-2 -4 25 Arabic
Greek  NAEKTPOVIKO-PAVUHA-OOKIUN@KABOAIKA-ATTOd0X-OOKIMN.EU

Ll ares e Fev-Cangen @ O Lingi-arpL- Ca g eneur. S mis LiLy i Tamil
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Adapting Domain Name
and Email Deployment
Process
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Domain Name and Email Deployment Process

Input and Display
Domain name considerations
Suggestions

Register a Domain Name
Shopping Cart

Registration Management
Registration Data

Deploy a Domain Name
Domain records

Certificate
Website

Deploy an Email Address
Email server

Email client

Email address considerations

ICANN
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Deploy a Domain Name

Certificate Website

Generate certificates Web servers support
using A-labels IDN configuration for
headers and redirects

Use A-label in the Requests, logs and
Common Name and database to support
Subject Alternate UTF-8
Name fields

&y
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Process of using IDNs

- User enters in a browser: https://88xe3®. oz
- Browser does normalization on the user entry.

- Browser converts 838xe®.c020 in an ASCIl compatible representation
called Punycode [RFC3492], and adds ‘xn--" in front of it.

« 88x73®.coz0 becomes: xn--3zc5cnk5b2b1cbv.xn--fzc2c9e2c

- Browser calls the DNS to get the IP address of xn--3zc5cnk5b2b1cbv.xn--
fzc2c9e2c

- Browser connects to the HT TP server at the received IP address.



Update for Supporting EAI

Q O

SMTP
/K MUA ——» MTA [—» MTA [—» MTA [——» MUA /K

Sender S R Receiver

<connect> Specific SMTPUTF8 Signaling (EAI support)
: 220 receive.net ESMTP

EHLO sender.org

250-8BITMIME

250-SMTPUTFS8

250 PIPELINING

MAIL FROM: < @& &1z =-Nil.tH K> SMTPUTFS8
: 250 Sender accepted

S:RCPT TO:<ray@receive.net>

R:250 Recipient accepted

PANDADADANDADD
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mailto:ray@receive.net

Deploy an Email Address

Server Client Consideration Support
supporting EAI supporting EAI for EAI customers
Deploy server Update webmail client Set characters and Provide guidelines and
supporting and dashboard to rules for forming customer support to
SMTPUTES flag input and display EAI mailbox names configure for EAI
Allow Unicode UTF-8 Ensure that display Manage rules to Provide support for
mailbox name and IDN of domain name is in manage end-user issues related to EAI
in email address U-label format confusion and acceptance by other
security email recipients
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EAIl Support

EAIl Support Percentage vs Total Unique MX Servers Tested
30% - - 36,000,000
28.00%
28% - 26.79% - 35,000,000
®
£ 26% 75.25% - 34,000,000
24.339 I
o ——
2 24% - 23.070!@/""’ - 33,000,000
E 21.669 j205% 1|
— 22% - 20.27% A ey - 32,000,000
<L ]
= 19.52% ——
S 20% - = - 31,000,000
18% 30,000,000
18-Oct-2021 7-Apr-2022 3-Oct-2022 3-Apr-2023  2-Oct-2023  2-Apr-2024 1-Oct-2024 1-Apr-2025 7-Oct-2025
[JTotal unique MX servers found -=MX EAI full support (%)

Source: icann.org
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ICANN Webpage and Social Media Links

icann.org
@ @icann

0 facebook.com/icannorg

O youtube.com/icannnews
@ flickr.com/icann

@ linkedin.com/company/icann

instagram.com/icannorg
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http://icann.org
http://facebook.com/icannorg
http://youtube.com/icannnews
http://flickr.com/icann
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