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yeed networks

.add, dst.add, src.port, dst.port,
protocol), Flexible-ne

(f Port: udp (2055 /9555 /9025—9026)
o
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, protocol)+L2-4 Header+L2

Flow Data: 5-tuple (s
information+Interface counter

Port: udp 6343
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| packets)

ible for high-
speed :

Flow Data: 5-tuple |

ort, protocol) + Ingress Interface +

=

Packet/Byte Counts + Timestamp .

Port: default 4739 (UDP/TCP), 2055, 9995, 2056 (alternative)
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table for high-
speed r *

Flow Data: 5-’rup| Relefe c.port, dst.port, protocol)

Port: 2055, 9995, or 9996 (UDP)
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UNDERSTANDING FLOW RECORD

NetFlow Enabled Device

Source IP address

Destination IP address NetFlow Cache

Source port Flow Information Packet Bytes/packet

Destination port Address ports... 11000 1528

Layer 2 protocol

TOS byte (DSCP) Create a flow from the packet attributes jo

(.
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FLOW SAMPLING

*  Monitoring 100% of traffic X (high CPU, memory, storage)

* Monitor 1 out of N packets (efficient, scalable)

Types:

Random Sampling
1 out of N packets, eg. Sampling rate 1000 = 1 out of every 1000 packets

Hcommon use in sflow

Systematic Sampling
Every Nth packet, eg Sampling rate 1000 = every 1000™ packet

Hcommon use in netflow, IPFIX
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FLOW SAMPLE RATE

Sampling rate defines how much the traffic capture:
*1:1 — No sampling (full visibility)
*1:100 — 1% traffic
*1:1000 — 0.1% traffic

1 Mbps sampled traffic at 1:1000, actual traffic = 1 Gbps

Recommended Rates:

Low Traffic (<100 Mbps): 1:1 or 1:10 (no sampling)
Medium Traffic (100-500 Mbps): 1:100

High Traffic (>1 Gbps): 1:1000 to 1:4096+

MMIX MMNOG
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Use Sampling When:

*Backbone / IGW / Core network monitoring
*High-speed interfaces (10G, 40G, 100G)
*DDoS trend detection

*Capacity planning

¥ Avoid Sampling When:
*Billing / charging systems
*Security forensics (need full data)
*SLA verification
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FLOW SAMPLE RATE

-

Link Speed| Large Flow |Sampling Rate | Polling Interval
10 Mbit's| == 1 Mbit/s 1-in-10 20 seconds
100 Mbit's| == 10 Mbit/s 1-in-100 20 seconds . . .
T RO T VY B i) R —, H#Easy rule >> multiply by 1000 the link speed. Eg. 40Gbs =
10 Gbits| >=1Gbits|  1-n-10,000] 20 seconds 40x1000 = 40000 (1:40000 sample rate)
AD Ghit's| == 4 Ghit/s 1-in-40 000 20 seconds
100 Gbit's| == 10 Gbit/s| 1-in-100,000 20 seconds
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NETFLOW COMPONENTS

®* Flow exporter

NetFlow Collect
e Flow collector

®* Flow analyzer

NetFlow Database for Storing
i < A » Analyzer NetFlow Data
iy :
®rs :
- Network : Network .
e — e — e
Router Router Router
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FLEXIBLE NETFLOW COMPONENTS

4 N
NetFlow |PI MPLS
Exporior Network
D tion P sein
Destination Port [ SEeN E== ,—l
> .
Layer 3 Protocol E (==Y
m Netflow Netflow
Collector Application
BGP NExt Hop TOS .
Flexible Netflow
Mpl S labol Architecture
MPLS Label Type
\ Yy
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Traditional Netflow

Fixed 7
Parameters

e
NetFlow

Enabled
Router

N

Flow Monitor 1

—

e Flow Monitor 2

NetFlow >

Enabled
" Flow Monitor 3

Router
—>

Flexible Netflow

One NetFlow Cache

_________________

__________________
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§ Traffic Flow 2
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Traffic Flow

__________________
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FLOW EXPORTERS

Devices

® Routers (most common)
® Switches

® Firewalls

® Network probes/Tap Devices

MMIX MMNOG
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cisco router configuration example

1. Configure the Exporter

Router (config)# flow exporter my-exporter

*ee,
.
........
*eq
L]

Router (config-flow-exporter)# destination 1.1.1.1 ‘..
2. Configure the Flow Record
Router (config)+# flow record my-record ..ceeeecssecscsrenan,,,,,
Router (config-flow-record) # match ipv4 destination addresa ..,

(
Router (config-flow-record) # match ipv4 source address
Router (config-flow-record) # collect counter bytes

3. Configure the Flow Monitor A

Router (config)# flow monitor my-monitor =se.., = .o e
-......‘.l e

Router (config-flow—-monitor) # exporter my-exporter ';.:‘_..-'

Router (config-flow-monitor) # record my-record

4. Apply to an Interface

Router (config)# interface s3/0

.
-----

Router (config-if)# ip flow monitor my-moni tor‘input

“Exporters generates and sends flow data”
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FLOW COLLECTORS AND ANALYZERS
Open Source Commercial
® ntopng ® Solarwinds NTA
® ElastiFlow ® Huawei NetStream Analyzer
® pmacct and NETSCOUT, Kentik, Cisco Stealthwatch
® nfsen-ng

“Collectors receives flow records from multiple devices and
Analyzers process the dataq, store in database”
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Workshop Focus: NetFlow-Based Traffic Visualization & Enrichment |

)

O

) ‘
y (.




MMIX MMNOG
Forum 2026
NetFlow Data Collection

® Capture traffic flows from network devices (routers, switches, firewalls)

® NetFlow /IPFIX and sFlow

Traffic Visualization
® Convert raw flow data into dashboards and graphs
® Identify top talkers, applications, and bandwidth usage trends

® Detect anomalies and unusual traffic patterns

Data Enrichment

® Interface names (SNMP)
® Routing information (BMP) j
®* Geo-location data (Ipinfo.io) O

® Classifiers
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AKVORADO: FLOW COLLECTOR, ENRICHER AND VISUALIZER

Open-source
® Developed by Vincent Bernat and Free (French ISP)
® https://www.akvorado.net , licensed under AGPLv3

®* written in Go

® prerequisite golang(1.21+), nodejs(22+), npm, kafka(1.0+), Clickhouse (22.4+)




AKVORADO Conach

Receive flows

Akvorado is split into four components:

Orchestrator
service

Conngure ail
components

® inlet service -

ClickHouse

® outlet service

Outlet service
Decode and process flows
Time 2022-03-22 11:55

® orchestrator service R

Flow \ Destination 203.0.113.56
\ decoding | {  Protocol UDP
. ° ) é Port 23876 / 53
console service ==
’ Packets 8
[ Metadata \ Exporter th2-ncs5k8-10
(SNMP) Interface Hu0/0/3 / Hu0/2/3
ASN 64476 / 12322
AS path 25091 1299 174
Communities 1299:20000
Routmg \ Group th2
| (BMP) / ) Provider Cogent
Connectivity Transit

Boundary external / internal

| Classifiers |




MMIX MMNOG

Forum 2026
REQUIREMENTS
Recommended Hardware: ® Docker engine 23+ (if using docker image)
®* 8 vCPUs (AMD64 or ARM64) or
®* 100 GB Storage ® Standalone Install (Dependencies)
* 16GB RAM ® Use pre-build binary/ compiling from source code
Dependencies
* Kakfa (1.0+)
® ClickHouse(22.4+)
* Go(1.21+)
* NodeJS(22+) 2
Standalone install guide * PNPM
/ https://github.com/akvorado /akvorado /discussions /151 3#discussion-7528574 ?



https://github.com/akvorado/akvorado/discussions/1513#discussion-7528574
https://github.com/akvorado/akvorado/discussions/1513#discussion-7528574
https://github.com/akvorado/akvorado/discussions/1513#discussion-7528574

/
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1\@ QUICK START

15t Step
On Debian, install the docker-compose package.

#on Ubuntu, use the docker-compose-v2 package
2" Step
# mkdir akvorado
# cd akvorado
# curl -sL https://github.com/akvorado/akvorado/releases/latest/download/docker
—compose—quickstart.tar.gz | tar zxvf -
C) # docker compose up --wait
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1\\; QUICK START

Next Step

O To connect the own network devices:

1.Customize the configuration in akvorado.yaml:
Set SNMP communities for your devices
in outlet — metadata — provider — communities

Configure interface classification rules
in outlet — core — interface-classifiers

2.Configure your routers /switches to send flows to Akvorado:

Q NetFlow: port 2055
IPFIX: port 4739
sFlow: port 6343

\ 3.Restart all containers:
docker compose down

/ docker compose up --wait

/
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CONFIGURATION IN AKVORADO.YAML f

cd akvorado/
vim config/akvorado.yaml
Hcustomize the asn and network

To populate the asn and country from flow,
can choose ipinfo (default) and maxmind DB



Singup and open account at the https:/ /ipinfo.io

copy the API token

@ IPinfo  Tee to search IP data Dashboard ~ APl  Downloads  IPinfolite  Subscription  Tools v

< API Access Ll
REST APl integration

Upgrade for More

ta downloads, and entel
cURL Example su with our plans.

View Plans & Pricing >

Talk to Sales > ‘

vim docker /docker-compose-ipinfo.yml and paste the token key
to fetch the information

versions.yml

info-geocipupdate

- akvorado-geoip:/data

/
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https://ipinfo.io/

METADATA

/
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set snmp communites to collect the metadata from the router. If do not want to use snmp, we can set the

intaface information with the provider type static.

vi config /outlet.yaml

metadata:

snmp v3

workers: 1@
providers:
- type: snmp
credentials:
L

user-name: monitoring
authentication-protocol: SHA
authentication-passphrase: "dirkSec™
privacy-protocol: AES192

privacy-passphrase: "Cl@se™

metadata:
providers:
- type: static
exporters:
2081:db&:1::1:
name: exporterl
skip-missing-interfaces: true
ifindexes:
la:
name: GiA/8/18
description: PMNI Netflix
speed: 1808
11:
name: Gi@/8/15
description: PNI Google
speed: 1888

static

/




1\\5 INTERFACE-CLASSIFIERS

Classify the interface which are the transit/pni/ix /customer connectivity and the
@) upstream provider to visualize on the dashboard.

vi config /outlet.yaml

-1
ClassifyConnectivityRegex (Interface.Description,
ClassifyProviderRegex (Interface.Description,
ClassifyExternal ()

— ClassifyConnectivityRegex (Interface.Description,
ClassifyInternal ()

— ClassifyInternal ()

Classifier rules are setting with regex.
Eg. The interface description is
interface g0/0/1
description transit: singtel <blahblahblah>

Akvorado set this interface as the external connectivity and transit

interface, the upstream provider will singtel.

/
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SEND F

vim config /inlet.
configure the req
options for tuning
look inside the tunn

flow:
inputs:

- type: udp
decoder: netflow
listen: :2055
workers: 4

receive-buffer: 2129852

- type: udp
decoder: netflow
listen: :4739
workers: 4
receive-buffer: 212552

- type: udp
decoder: sflow
listen: :6343
workers: 4
I receive-buffer: 212552

MMIX MM
Forum 202
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SEND FLOWS TO AKVORADO (ROUTER SIDE)

1.configure flow exporter

Elow exporter akvorado

destination TNlemlaydd use-vrf management 2.C0nﬁgUl‘e ﬂOW record

transport udp 2055

source mgmt0

version 9
option exXxporter—-stats timeout &0
option interface-table timeout &0

4.apply to the interface

interface port-channel2?2
ip flow monitor akvorado mon

flow record akvuradu_flnw

match ipv4 source address

match ipv4 destination address
match ip protocol

match ip tos

match transport source-port
match transport destination-port

collect
collect
collect
collect
collect

input

transport tcp flags
counter bytes long

counter packets long
timestamp sys-uptime first
timestamp sys-uptime last

core
default-sampling-rate

3.configure flow monitor

flow monitor akvorado mon
record akvorado £flow
eXxporter akvorado

/




\

O

SEND FLOWS TO AKVORADO (ROUTER SIDE)

flow record

Akvorado

match ipv4 tos

match ipw4 protocol

match ipv4 source address

match ipwv4 destination address

match transport source-port

match transport destination-port

collect
collect
collect
collect
collect
collect
collect
collect
collect
collect
1

flow record

routing source as 4-octet
routing destination as 4-octet
routing next-hop address ipv4
transport tcp flags

interface output

interface input

counter bytes

counter packets

timestamp sys-uptime first

timestamp sys-uptime last

Akvorado-IPVeE

match ipwé protocol

match ipwvé source address

match ipvé destination address

match transport source-port

match transport destination-port

collect
collect
collect
collect
collect
collect
collect
collect
collect
collect

routing source as 4-octet
routing destination as 4-octet
routing next-hop address ipv4
transport tcp flags

interface output

interface input

counter bytes

counter packets

timestamp sys-uptime first

timestamp sys-uptime last

sampler randomlinl@e
mode random 1 out-of 180

L

flow exporter AkvoradoExport
destination <akvorado-ip» vrf monitoring
source Loopback2@

transport udp 2855

- vim config /outlet.yaml

Lol L VTRl 1 el

option sampler-table timeout 18

. core
AeFa11] —— -1 i nmr—rate

flow monitor AkvoradoMonitor default-sampling-rate

exporter AkvoradoExport

cache timeout inactive 18

Forum 202

cache tineout active 10 troubleshoot with following command

record Akvorado

_total counter

flow monitor AkvoradoMonitor-IPV6
exporter AkvoradoExport
cache timeout inactive 18
cache timeout active 18

record Akvorado-IPV6

interface GigabitEthernet@/@/3
ip flow monitor AkvoradoMonitor sampler randomlinl@@ input
ip flow monitor AkvoradoMonitor sampler randomlinl@@ output
ipve flow monitor AkvoradoMonitor-IPV6e sampler randomlinl@® input

ipve flow monitor AkvoradoMonitor-IPV6E sampler randomlinl@® output

:B0BO/api/vl/outlet/metrics

grep 'akvorado_ outlet_core.*errors'

s.

:total{exror="inpgt and output interfaces missing",exporter="10.0.2.245"} 34
_total{error="szampling rate missing",exporter="10.0.2.245"} 399301




sampler-map samplerl
random 1 out-of 32768

O flow exporter-map akvorado
version v9
options sampler-table timeout 18
template options timeout 10
:
transport udp 2855
source Loopback2d
destination <akvorado-ip» vrf private
H
flow monitor-map monitorl
record ipvd
exporter akvorado
cache entries 108088
O cache timeout active 1@
cache timeout inactive 1@
cache timeout rate-limit 2e88
d
flow monitor-map monitor2
record ipvé
\ exporter akvorado
cache entries 188088
cache timeout active 1@
cache timeout inactive 18

cache timeout rate-limit 2868

1\\5 SEND FLOWS TO AKVORADO (ROUTER SIDE)

interface Bundle-Ether4886

flow ipv4 monitor monitorl sampler samplerl ingress

flow ipvé monitor monitor2 sampler samplerl ingress

router bgp <asn>
address-family ipv4 unicast

bgp attribute-download

address-family ipvé unicast

bgp attribute-download

Optionally, push the AS path to
the forwarding database, and
the source and destination AS
will be present in NetFlow
packets:

/
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1\\; BMP PROVIDER

vi config /outlet.yaml

routing:
provider:
type: bmp
listen: @.9.0.8:18179
collect-asns: true
collect-aspaths: true

collect-communities: false

ISSUE# With many routes, BMP can have
performance issues when a peer
disconnects. If you do not need full

\ accuracy, limit the number of BMP peers
and export the LocRIB.

Using to collect the AS PATH, ASN, Communities.

Router#

bmp server 1
host <akvorado-ip* port 18179
flapping-delay 6@
bmp server all
route-monitoring policy post inbound
router bgp 6548a
vrf public
neighbor 192.8.2.188

bmp-activate server 1

4
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an alternative to the internal BMP.

//
K Forum 202@/
\

O Third-paty BMP server
vi config /outlet.yaml

routing: ) '
9 -
provider: ¢ Bio-Routing

A re-implementation of BGP, IS-IS and OSPF in go. We value respect and robustness!

type: bioris
e (ERE) T . o

- grpcaddr: 192.8.2.15:4321

Erpcsecure: True

vrf: B8:8




\

O

EVERY THINGS O

—% %~ Y. %,
Graph type
Sankey
Time range
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Limit
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Filter
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17 Visualize
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Akvorado is a flow collector, enricher and exporter. Last flow
It receives flows, adds some data like interface names 752 1 TimeReceived 2026-03-18T18:52:362
. . Bytes 132
and countries, and exports them to ClickHouse. Flows/s Exporters Packets 1
ExporterAddress 10.0.2.245
. ExporterGroup
Top source AS Top source ports Top protocols Top source countries ExporterNama PE1 YGN
ExporterRegion myanmar
ExporterRole pel
ExporterSite pe
ExporterTenant 259654
SamplingRate 65536
SrcAddr 10.1.1.1
SrcAS 0
1 20940 ) 139341 ) 138699 (1) 132203 () TCP/443 (1) TCP/B0 () UDP/443 S"x:nu"?'y oo
) Others {1 Tcpy55243 () TCP/9050 (1) Others ) vor [ e SreGeoCity
SrcGeoState
SrcNetMask 1]
IPv4/IPve SrcNetName
SrcNetRegion
50.00G6 SrcNetRole
SrcNetSite
40.006 SrcNetTenant
30,006 SrcPort 14021
InifBoundary internal
ZHEEE InifConnectivity
fRETE InlfDescription IX_MLG_142423_10G
™ InifName Ethernet1/10
00 04:00 08:00 12:00 16:00 2000 19 InfProvider
InifSpeed 10000
£ Home 13 Visualize a8 Documentation { Qg

20940: Akamai Technologies

699:
208 Ed\g%?::é;NoL GY COMPANY

Mivanma Posts e e ations| (MPT)
% Telecommunication

Kvanmar L
B Tehnslogies

i Ted
Apple
gg?z: Golden Dragon 2000

9341: ACE CDN

13
122203: Tengent Global .
133303: Fenesnt Rlebah onal

SRCAS

20940: Akamai Technologies
20940: Akamai Technologies
139341: ACE CDN

139341: ACE CDN

139341: ACE CDN

RELEZIH
Other

PNI: Akamai PC_Tr_AKM_20940_100G

Transit: Campana PC_Tr CPN_136168_40G

1 PNI: Tencent PC_Tr TNC 130341 30G
Tr_TNC_13934110G_L1#PC19
T TNC_139341210G_12#PC19

campana
DSTAS IN IFPROVIDER IN IFDESCRIPTION

20940: Akamai Technologies campana Transit: Campana PC_Tr_CPN_136168_40G
20940: Akamai Technologies campana Transit: Campana PC_Tr_CPN_136168_40G
139341: ACE CDN campana Transit: Campana PC_Tr_CPN_136168_40G
139341: ACE CDN campana Transit: Campana PC_Tr_CPN_136168_40G
139341: ACE CDN campana Transit: Campana PC_Tr_CPN_136168_40G

‘OUT IFDESCRIPTION

PNI: Akamai PC_Tr_AKM_20940_100G

PNI: Tencent PC_Tr_TNC_139341_30G
Tr_TNC_139341_10G_L1#PC19

Tr_TNC_139341_10G_L2#PC19

AVERAGE
5.27Gbps
4.74Gbps

342.37TMbps
177.93Mbps

134.55Mbps

~O







SQL query

Akvorado c'

—e—a

Webll

NetFlow

ClickhQuse

/
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O Top 10 Source AS by Total traffic

Meta

Google

Univision

Fastly

Mobicom

Apple CDN

CDN77

Telegram Messenger
Mobinet

Cloudflare

1\\5 CUSTOMIZED DASHBOARD AT GRAFANA

Forum

202

\ A : /1 O

i ] WA /'IM \ A\ W/ VNN F SN AV
\ Fa J " P d \ \
S v \J W \J \J W N W W W Y

W18 00.00 DIO 1200 OW110000 OW11 1200 ON1I00S0 0121200 oar1d 1200 owi4 1200 oens 120 oarie 1200
o

-t Ot M L8 G Lo G

-
08150000 OMME 1100 DI11 0000 GALL LZ00 OMIZS0G0 O1T 1100 GA1) 0000 S8 1206 owi4 1300 oanis 1ze0 oena 1300
— -~ L e

— o MG MMM 1A3GAN

Mongoten MIX. MISPA Uaffx

200 vy \

PR | A \

R A ' N A
) (VTS ’;\’. A 1 ' J I U

W't / [ F A Wl
\ '.' W/ y’l (W Y ‘*.,‘,_ o \ I\ MY

I ! K
\ AN \ WY
A w Lt LT | Wy
¥ Wy W %t
QWL 0000 SIS 1200 ON11 0000 G1) 1200 OW1) 0000 ON1I 1260 BA1I 0000 SALE 1100 SN14 0000 SNvid 1200 0NN 0000 OIS 1260 0N 0000 N4 1200
- ™ .
- g IR MAI MR T M

Top 10 Source AS by Total reffic

<€

Top 10 Sowce # (internet)

&

Top 10 Source B (Mongotien MIX, MEPA)

- 1120
2172008

- 11200

- mn
11172000

- moumIi.
- 10030 "
- 1140w
- 30320 M-
10309 -
- 300143
- 1013800
S0
PRRTT .

- a7

amce
was
toon
-os
- om
T
»os
R
1o ca
1 wca




\

( ’ = Home >

Dashboards > New dashboard > Edit pa

L]
Panel Title
SrcAS
2906: Netflix
15169: Geogle
32934: Meta
20940: Akamai Technologies
Other
54113: Fastly
‘ ’ 46489: Amazon IVS
B Query (1 {2 Transf
Data source ovhcloudnetworkobservability v | @) Query options D = auto =158 tel =18
(@R
Type of query sankey - Unit D I13bps Dimensions SrcAS X DstNetName x . Limit [ 10 Filters

Fill

@ Last 6 hours

ary = external

Q

save | Apply

S Sankey Panel ~

DstNetName

ipv6-customers

ipv4-customers

Other

Query inspector

0 ® ®

~

/
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Akvorado is developed by Free, a French ISP, and is licensed under the AGPLv.

A demo site using fake data and running the latest stable version is available on de

o.net. It is the direct
result of running docker compose up on a fresh checkout but flow ports are not accessible (you cannot send your own
flows). Please, be gentle with this resource. The demo site also enables you to browse the documentation for the

current version (the one in docs/ is for the next version).
By default, Akvorado is using IPinfo databases for geolocation data

A Grafana plugin is available.
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