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why DNS locally

why D N S on premise POP/Edge

Uncle Naing : bronaing@ymail.com

Server Admin: DNS, mail, Cloud Infra, HCI,
Apps, --- ** HA Clusters, ...

IT/...:
Peering Location: YGN, MDY, POL, NPT, ...

Contact Info:
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The Origins of the DNS

* The DNS was created as a replacement for a static list of hosts and
addresses - /etc/hosts
* Which was a list of host names and their IP addresses
* Localhost 127.0.0.1

* nso0 127.0.0.53
* web.lab 192.0.2.80
* onu-gw 192.168.2.1 isp-nsO 10.10.10.10

- To resolve a name you look up the name in /etc/hosts
or c:\Windows\System32\drivers\etc\hosts ;...

LocalNET, list of hosts, servers and their IP , ... 2732 number of hosts ? ~a.2
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How does a Resolver DNS work !!

RFC 822 — November 1983 foot rone

“tree-structured” name hierarchy
Multiple “types” can be associated with each

Top Level Domains
2bel _
A

Defines aliases (CNAME) and wildcards

Potential de
A

Distributed set of name servers aligned with the

distributed name structure Second Level Domains ‘ google J ‘ example
Resolvers to traverse the name server structure
to resolve a name —

google.com

DNS protocol defined as a simple
query/response datagram protocol
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OK, maybe there is more to the DNS sto0

The DNS is not perfect: ... yet
* It can be extremely slow!
It leaks information like crazy
It’s prone to manipulation and disruption
It’s rigid
* It’s insecure
* It’s a source of incredibly effective DOS attacks

* For a common service that everybody uses its not exactly a parago
of good engineering design

* IDN / unicode — any language glyphs - (0-9-§001>.com.mm
» So there are continual efforts to make the DNS “bette
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Common upgrade as of 2012 to date

progressive growth and developments going on ..
* more DNS daemons than BIND, MicroSoft, ... powerDNS, unbound, redis--
* better monitoring systems with NOC team efforts and open communities
* more and more open/free + public NS services 8.8.8.8, 9---, 1---, 4.2.2.2, .
* Deploy on multi VM hosts with clustered and HA + DR ready Infra:
* anycast deployment for easily adding more DNS servers on same IP
* managed by firewall, load balancer and multi-region setup
* scalable deployment(s) to various cloud, kXs and distributed systems

* regular monitoring, patches and upgrades by DNS makers
* mixed and hybrid deployment and better CDN delivery, ...
* DNSBL, verified blacklists, + + ; DoH, DOT, DoQ, dnssec signed zo!
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A DNS model

named.root
13 root servers?
backed by thousan

of multi-region anycasted -r-

DNS

Client Wi rqs-\r\)c‘\urﬂ

Lf \

ftp://ftp.internic.net/domain/named.cache
Worth checking every 6 months or so for uy
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How we might 1like to think the DNS wo

DNS Client Query ' Resolver‘ oo ‘\ NS SVrS

N N
W‘DLQS Resolver Avin NS Sve
~_ < L

Latency ??? 8.8.4.4, 1.1.xX.x | ONS Reselvets

Or 10.10.10.10
Or to 9.9.9.10 , 4.2.2.2 , ...

L~ 4
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Basic Resolver process

* |t follows the hierarchical tree structure
* e.g. to query "www.tiscali.co.uk"

/

uk <+ | 2. Ask here

A
/

tiscali.co.uk 4 | /. Ask here

. (root) 4———— | 1 Ask here

4 | 3, Ask here




“.” (Root Servers)

a Se quest for
vw/Eoogle.com a Respond with a delegation to
“.com” server
Sent DNS Request for

Sent Request for
“www.google.com”
www.google.co

= < Cache DNS answer and glespond with a delegation to
Internal DNS Server(Cachgoogle.com” servers

return response to client
Server)

“com. “ Servers

a Sent Request for
y with resource “www.google.com”

.google.com

a(ilient now has address of www Ansy
.google.com and cormects to it record

“google.com.” Servers

Web Server
(www.google.com)

MMIX MMNOG
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Domain Name Assigned To

com

edu

org
arpa

n'ﬂf

counitrvy :”{.j’ )

Commercial organization
Educational institution
Government organization

Milita ry group

Major network support center
Organization other than those a
Temporary ARPA domain (still
International organization

A country

-------

host/www/ftp = svc ; Domain Name string s can be up to 63-characters

and total label length can be up to 255 characters in length ; still this in 2026
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Meaning

Value

Start of Authortty

Parameters for thils zone

IP address of a host

32-Bit integer

Mail exchange

Priority, domain willing to accept email

Name Server

Nama of a server for thls domaln

CNAME

Canonical name

Domain name

PTR

Pointer

Alias for an IP address

HINFO

Host desciiption

CPU and OS In ASCII

Text

Uninterpreted ASCI| text
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Basic check & diagnosis

dig +trace www.ytp.com.mm.
Instead of sending the query to the cache, "dig +trace" tra

the tree from the root and displays the responses it gets
dig +trace is a bind 9 feature

useful as a demo but not for debugging
dig +norec @1.2.3.4 fqgdn.org.cctld a

host, nslookup

ping, ... tracert, traceroute, tracepath, ... ping6 ?

Forum 2026




AnyCast DNS proposed Design

anycast NS1

anycast NS #n

@E\/Eum DNS vmX /&jliv% NS SW,

=

MDY ns1:10.10.11.11

[fo-\ NS Sve§

A4

ns2:10.11.10.11

YGN ns1:10.10.11.11 POL ns1:10.10.11.11
ns2:10.11.10.11 any ns2 : 10.11.10.11

DNS Resolveds

Deployment Design customers to Resolve:

et S ool EIIngl eRE
-~ = 2 AT - "'/'.1_ &
C vstomers S
\\ \\ ',I
\\~ . )—_’ﬂ e |
RREEEEPS Edge 1 NS
Router (X)

NoC/0&M

A = ==
r\ffsf-inns v
4’\ Resolve '3

[
Browsing, streaming, chat, ‘
Gaming, all web traffic, ...
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Anycast DNS Resolver requirements

* Based on Theory and best practices
* minimum: 2 Anycast sites / POP or Edges / for a City ... depends

* Recommended: 3 sites (geo + failure domain separation)

* Each Site advertise anycast service IP ( 2+ VM or Servers )

- Public IP towards Internet uplink for smooth upstream queries to ROOT, TLD and AUTH: DNS sen
- Anycast IP addresses dedicated as 10.10.11.11/32 and 10.11.10.11/32

- Unique management IP for NOC and O&M [actual team tasks]

— BGP/suitable route steering to serve same IP anywhere in DC...s
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Bach DNS Server in Anycast Farm

* HW or VM Specifications ( assume serving of 10K to 25K users )
* HW and VM Spec: ( refer to next sheet)

Public IP ( use different uplinks on edge node resolvers, recommended! )

Anycast Service IP

* O&M unique management IP

* internal routing mechanism ( private ASN 64512-65534, BGP setup)

* recommended managed cluster or private cloud to host the VM
* VMware, KVM, XCP/Xen, Hyper-V, ... any HA ready Infra at each POP/Site

* Monitoring the NS resolver and its host hardware, Log Access, ...

* K8s, k3s upgrade plans, ...
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NOC tasks for tasking care of resolver N

* Monitoirng Server Health
- QPS at each node
- System Resource Utlization ( CPU, RAM, HDD )
- Network flow rate, latency, session and BW usage
- staging NS; live lab system & internal testing before upgrade/changes

- Maintenance and attendance if resolver process down, cache hit ratio issues, ..

* [P Address and uplinks

1 public to separate uplinks for each node in same Edge/POP
2 anycast service IP, 10.10.11.11/32 and 10.11.10.11/32

1 private management IP for NOC, O&M access

Private ASN for internal anycast Infra:

iBGP with route reflectors & FRRouting or BIRD on DNS nodes

Forum 2026
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record types practically used

* SOA

* NS

* A, AAAA

* PTR

CNAME

MX ( Mail Exchange, priority 5, 10, ... )
* TXT, ..

* TTL, SRV, ...

MMIX MMNOG
Query & diagnose from CLI clier

ver:
dre

‘A\useful> ) r1¢ 9.9.9.9

up -type=NS

168.0.53

$/# >_ nslookup -type=MX google.com
nslookup -type=MX gmail.com

:4001:80a::
14

tp-in.
tp-in.

MX preferenc
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TXT . spf, ... additional field:

E:\useful>nslookup 142.
E:\useful>nslookup -type=TXT gmail.com i ‘ ’ -

et

ns53 : : 192.168.0.53
192.168.0.53

Aot 4 e <ul@8s12-in-f1

Nun?uuthurltatlve answer: . . 142.250.199 .7
email.com text =

"v=spfl redirect=_spf.google.com"

email.com text = ! o e
# nslookup 142.250.199.46

"globalsign-smime-dv=CDYX+XFHUW2uM16/Gb8+59BsH31KzUr6c112BPygKX8=" 250.14z.in-addr.arpa name = kullE

E:\useful>nslookup -type=TXT teleport.net.mm Authoritative answers can be found from:

Non-authoritative answer:
teleport.net.mm text =

"version=djbl"
teleport.net.mm text =

"v=spfl ip4:203.81.163.104/29 ip4:61.4.64.96/27 ~all"
teleport.net.mm text =

oogle-site-verification=aaav18w78roMNOUROPo6NBCeGdrlIkKkjtZZw8UbP4Y"
teleport.net.mm text =

oogle-site-verification=3afN9GMcHEIprgmujK9ol gMCBTmfubWzqrAZnyPu"

[Authoritative answers can be found from:

nslookup -type=TXT
microsoft.com
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of data.

* how fast are you getting

DNS reponse/answers
( the fewer in ms, the faster, the better )

1 web site/page has many HTML elements !!!

ootlp:/# ping
from 1.1.1.1: i¢ =1 tt time=16.3
from 1.1.1.1: cmp q=2 5 time=16
%Lom 1.1.1.1: icmp q=3 t time= 6 rtt min/ava/
from 1.1.1.1: ic ; time=16 s / root@p
time=16. PING 10
54 b from
from
time 4006ms 54 byvtes from

ping
168.0.53

{Lom ] - v 4 tim 0.3% rtt min
from 1 0 C q=2 time=0.422 ns root@p

from 3 0 icmp q=¢ : .467 ns 54 e
from 1° cmp : : 4 bytes from 192.168.0 < ls 2t e=
from

from : ( 3t 4 time 1 PING 192 an 1 .0.53) (84) by ~f dat
) D
0
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DNS Resolvers for saving time & B!

* Ads, malwares, trojans, spywarez, trackers, bots, ...

Gt

Apps Insights  Network Developers  Enterprise  About 2 Log In

Unit #2: (728 x 90) Displayed throughout the test

Unit #3: (300 x 250)

ADVERTISE BECOME AHOST &3 MY RESULTS SUPPOR’ SETTINGS
Displayed throughout i .
b Before you begin the speed test: s
Scan for issues and speed up your PC

Unit #1

(160 x 600) [ \ i BéGlN TEST
Displayed H

Unit #4: (300 x 250)
Displayed throughout

IIIIII the test

uuuuu

Unit #5: (728 x 90) Displayed throughout the test

70.210.157.53
oo varaer

https:/lwww.speedtest.net/about/advertising/direct

Transferring data from v4.moatads.com...
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handy Caching DNS setup

* by docker

* on SBC like Raspberry Pi zero, 3, 4, ...
* inside a guest VM

* on generic commodity servers

* powerful/dedicated hardware appliances

* with proper Anycast setup with ISP/Telco: routing systems
* Multi-region deployments, + HA, + hyper scaling HCI infre
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* BIND
* NSD, Knot

* Pi-Hole, dnsmasq, FTL

* Adguard-DNS
* MS-DNS

DNS daemons

* PowerDNS, recursor, DNSdist,

* djbdns
* unbound

* + loadbalancers, HA, hyper scaler systems, + subscription support options ove

FOSS

MMIX MMNOG

Common Auth: NS deployment

Internal Forwarder

3EE

|HA|

~

Hidden Primary

) E E
HA

L HA |

Internal Secondary

SEE
|HA|

Internal Secondary

SEE

Internet

-

|HA|
)

Internal Network

-

Public Secondary \

|HA |

Public Secondary

/

| HA |
DMZ
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anycast design by Infoblox

=== DNS VIP1
= DNSVIP2

MMIX MMNOG

ethi

server01
172.16.255.66/32 172.16.255.66/32 172.16.255.66/32 172.16.255.66/32
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DNS query stats:

Client activity over last 24 hours

Query Types

\

Typical DNS admin dashboard

Upstream servers

\“‘: ached
\ ir yogl

a

Upstream server

a '7"‘»':

from a test server with 10 average users
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Status

Active
Load: 0.03 0.08 0.18

Temp:27.8°C

oard

Log

ics

DNS

Memory usage: 1.6 %

Compute graphical statistics from the Pi-hole query databas

erm Data v

e Blocking <

Select date and time range

O] February 11th 2024, 01:21 to March 12th 2024, 01:21

Queries over the selected time period

40,000

15,000
10,000
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Traffic saved per hours !!

ensl60 hourly

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ens160

hourly

S
0

Lo 0o 0o
) LN @D ¢ o

h Oy Oy 0Oy
) = N s

00 GiB

5 GiB
964 . 4.
710.9

) )«

[NV

S [ I

2024-0
00:00
01:00

root@ns2:
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nature of

ens 160

04

16 17 18 19 20 21 Z2

h rx (MiB) tx (MiB) h rx (MiB) tx (MiB)

02 296.2 473 .8 10 577.4 1,082.7 18 4 ,454.3
03 564.5 659.8 11 597.3 1,130.2 19 8 765

10

10

2 11

1,171.7 ][
1,142.4 ][ 2:

110

110

10

10

12 6l6.
14 567
15
16

fu]

1,075.

[
'
LN

i -
) O O
[
[
O
o
[

LN

O
Frigd
"
et
= N

1,117.°
1,254.6

[
L
tn oo

J
O
-
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Huge Traffic saving by date

ens 160

] GiB .05 GiB
96 GiB

ot ot ot

.60 GiB
.40 GiB

ct

ct

ct

ot ot

5.02 GiB
91 GiB
20 G1iB

4 GiB
2 GiB

o ot

ct

=
ct

G1B
G1B
G1B
.66 GiB

.40 GiB

.07 GiB

57.08 GiB 9.05 GiB
.05 GiB .41 GiB

8 GiB

t

ct

I o o o ol el e o o o o o o = S R
ot ot

ct

stimated
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How big is a month Saving

ensl60 / monthly

month

6.8

10.10

City ISP : 4,800+ users

ensl60 / monthly
month

71 GiB
06 GiB

Village ISP : 450+ users only
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monitoring metrics
IPOWERDNS:::\pdns.MDYns1.recursor v|[12 Hours v 'POWERDNS:::\pdns.MDYnsZ.recursor

15K

18:30

m[ V‘/LAIMJMA/\WM
30 30 16:30 17:30 18:30 19:30 20:30 21:30 22:30 2330 00:30 01:30

MMIX MMNOG

Know your user behaviors
VPOWERDN :::\pdns.YGNnSZ.recursor v|[2Days v

4
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MMIX MMNOG

0 1530 1630 17:30

know QPs, your user behaviors

40K

201

12:30 18:30 00:30 06:30 12:30 18:30 00:30 06:30

4K

12:30 18:30 00:30 06:30 12:30 18:30 00:30 06:30

metrics.powerdns.com

06:30 07:30 08:30 0830 10:30  11:30 12:30 13:30 14:30 15:30 16:30 17:30
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Day Graph

Day Graph

queries/secons

.

0400 0600 08:00  10:00 1260  14:0 00 2200 ©00:00 6200

ARAA 1774 o average: 0.44
CNAME © g average: 0.CC

NS 7L o average: 0,02

. anv &g average: 0.0C
ry _other_ 178 o aversge: 0.04
A 3775 ¢ average: 0,93

PTR  total: Cg 0.co

SOA total: Sa 0.00

TKEY total: ea 0.co

last update: Thu Feb 12 02:55:00 2008  graph created on Thu Feb 12 02:56:08 2009
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there are

BIND graphs

queries/second

Week Graph

O query
W query
@ query
B query
W query
W query
W query
O query
O query
W query

AAAA
CNAME
NS
_other_
MX

SOA
TKEY

total:
total:
total:
total:
total:
total:
total:
total:
total:
total:

Wed

88757
35

43

18
111293
437582
56
11366
164

[}

nonooooo0oao

q

Thu

average:
average:
average:
average:
average:
average:
average:
average:
average:
average:

last update: Mon Mar 11 20:25:00 2024

Fri

3.11 q/s
0.00 g/s
0.00 q/s
0.00 q/s
3.91 q/s
15.35 qg/s
0.00 q/s
0.40 q/s
0.01 q/s
0.00 g/s

Sat Sun Mon
max: 10 q/s
max: 0 q/s
max: O q/s
max: O q/s
max: 17 q/s
max: 39 q/s
max: 3 q/s
max: 6 q/s
max: O q/s
max: O q/s

graph created on Mon Mar 11 20:26:36 2024

some more other untold use of DNS

Letme ... reveal them, later!

for both AUTH: and caching/resolvers
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sample unbound stats:

Total Queries Cache Hits Cache Miss Prefetch Expired Uptime e Lookup Avg Req Max Req Avg

5.93%

& Response Time Buckets & Recursion Time
# Query Types ) Response @ Queries

@ Client Requests

) Queries 2 Live Clients

MMIX MMNOG

@ Queries P Live Clients

% Top Client Queries #) Top Blocked
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your savin

142.24 GiB
469 .31 GiB
494 .16 G1B
496.48 GiB
482 .26 GiB
519.03 GiB
498 .77 GiB
494 _89 GiB
516.66 G1iB
484.44 GiB
508.46 GiB

GiB

GiB

GiB
530.11 GiB
449 .32 GiB

GiB

-1
t

t

oo o
ct

ct

-1
-~

t

O
ct

ct

o
[
t

fun)
]
ct

fun)

fwn)
o o o

T T T B B S W
ct ct

from I from
from from
from from
ion fo n|AT from
from from 10
from < from 10
from from 10.
from 10.
.com|A”
from 10.
: : from 10
root root Oct 2 I . . 9 4 on d 0 from 10
root root 5 OCt 2 . . 9 3 J : 0 £ from 10
root root oC 5 2 9 q d fr« t from 10
root root oc . . 9 . . on ed 0 < from 10
root root G Oct ¢ R R 9: 4 q on 3 o from 10
root root G Oct 2 i . 9 : on s (o from 10
from 10
from 10
from 10
from 10
from 10

-rw-r--r-- 1 root root
.0G -rw-r--r--
.0G -rw-r--r--

.1G -rw-r--r--
.16 -rw-r--r—-
.1G -rw-r--r--
.1G -rw-r--r--
.16 -rw-r--r—-

root root
root root
root root
root root
root root

C 3 from from 10
root root G Oct 31 - . 9:57:2 on d from t from 10
root root - . - 9 24 3 on ed = from 10
root root ] 7 29 4 " " 9:57:2 q on d fro from 10
root root 4.0G N - 9 4 on d ol from 10.
. from 10
from 10
from from 10
from from 10
from from 10
from from 10
c from 10
root root 1 an ‘ ns. . 9: 2 q ed 0 : from 10
root root from 10
root root from 10
from 10
from 10
from 10.
from 10.
from 10.
from 10
.youngjo

.0G -rw-r--r—-
.16 -rw-r--r—-
-rw-r--r--
-rw-r--r--
-rw-r--r--
—-rwW-r--r-- root root
root root
root root

™oL

3¢

root root

root root

om0

=

root root

root root

D DD D O

root root
root root

FHRRERRRPRPEPRPPEPEREREPERERREPERERERPERERERERERERRERE

root root

from 10
from 10




root@ns2: ~

tot ms, 0 throttled, O

500.03 netw ms, 1500.12

"pull-flv

er to question

A" from 10.15.130.
m | HTTPS® fr

com |
from

n

1 pac 1500.18 netw ms, 1500.27

=1In: e
to question

ional, tc 120.01 n

0 tot ms, 0 throttled, O

01.tiktokedn.co 1 0 500.11 tot ms, 3 th
com |A" from
additional, took 1 p: .716 netw ms, 2 t ms, 0 throt
dn.net|A': 4 answers, 0 additional, took 1 packe netw ms, 1.014 tot ms, 0 throttled, 0 ti
3 answers, 0 additional, took 2 netw ms, 469.047 tot ms, 0 throttl
from 10.16. 04
cn|aT: 1 dditional, took 1 48.83 netw ms, 9 tot ms, 0 throttled, 0 timeouts

w ms, 0 tot ms, 0 throttled, 0 0/0
0 netw ms, 0 tot ms, 0 throttled, 0 timeouts, 0/0 t
tion for 'api-d.hiaiabc
er to qu ion 0 netw ms, 0 tot ms, 0 throttled, O 0/0

"ib.adnxs .com

tion "pull-flv

0 additional, took 1 p 5, 1500 netw ms, 1500.9 tot ms,

"ib.adn

to 0 netw ms, 0 tot ms, 0 throttled, 0 timeouts, 0/0

0 tot ms, 0 throttled, 0 timeou

0 netw mns, 0 tot ms, O

o slelE T

MMIX MMNOG usual System Monitoring, perf: check, .

imff 2.0a . 3.2G /run/u /0 06 0.06 GiB

hot . +avca.. 4 0 : .05 GiB
3.49 TiB

hour 4 é é i p 4.01 TiB

e e

P = o o
t

ct

o o

21 GiB GiB

50 GiB ‘ GiB

.55 GiB > GiB
14 GiB 424.18 GiB

.48 GiB 444 .13 GiB
GiB G1B

GiB

ct

ct

GiB
GiB
GiB
GiB
GiB
GiB
5 GiB

61 GiB
.95 GiB
1 GiB

GiB
G1B

Oy s -~ O

GiB
GiB
G1B
GiB
GiB
G1B




MMIX MMNOG where is your resolver? How FAR away

smoke

logging & graphing

Google
Cloudflare

Last 3 Hours from smokeping

Last 3 Hours from smokeping

50 m
somf
0n ~ - p— — T—
0. . ] u
!
i "
T m:a
3 3= - S
2 =l = &
1 20m
& 20a
10m
10
o 17:00 17:20 17:40 18:00 18:20 18:40 19:00 pt
17700 1720 1m0 180 1820 1840 1900 1920 1940

median rtt: 41.5 ms avg 41.9 ms max 40.7 ms min 41.9 ms now 0.4 ms s
packet loss: 0.00 % avg 0.00 % max 0.00 % min 0.00 % now

loss color: Mo M1/20 W2/20 W3/20 WM4/20 W10/20 W 19/20

probe: 20 ICMP Echo Pings (56 Bytes) every 300s end: Sun

median rtt: 26.9 ms avg 27.0 ms max 26.8 ms min 26.9 ms now 0.1 ms sd 405.5 am/s
packet loss: 0.00 % avg 0.00 % max 0.00 % min 0.00 % now

loss color: o @1/20 W2/20 W3/20 W4/20 W10/20 M19/20

probe: 20 ICMP Echo Pings (56 Bytes) every 300s end: Sun Mar 16 19:56:40 2025

Last 30 Hours from smokeping Last 30 Hours from smokeping

o = sn.‘
TN et e
‘Ezn' §3nm

; 20m

What's better?
getting IP addr results from local/home cache?
3ms away ? or 40+ms and above?

MMIX MMNOG  Surfing Experience; how fast your dest: IP is knc

smoice

logging & graphing

Last 3 Hours from smokeping

.
smoke
o 40m|
Last 3 Hours from smokeping
0. w 3.0m
———————— e s
25. c
o
" v
3 20m
H S 260m
g 15w
10m
05s 1.0m
0.0
10 1 mae 1s0 1820 1ss 1300 1920 1540
median rtt: 2.6 ms avg 2.7 ms max 2.6 ms min 2.6 ms now 0.0 ms sd 56.8 am/s
packet loss: 0.16 % avg 2.87 % max 0.00 % min 2.13 % now
loss color: Mo M1/20 M2/20 M3/20 W4/20 W10/20 W 19/20 0.0
probe: 20 ICMP Echo Pings (56 Bytes) every 300s end: Sun Mar 16 19:56:29 2025 17:00 17:20 17:40 18:00 18:20 18:40 19:00 19::

median rtt: 3.4 ms avg 3.8 ms max 3.2 ms min 3.3 ms now 0.1 ms sd 23.
packet loss: 0.65 % avg 5.00 S max 0.00 % min 2.13 % now

loss color: @0 M@1/20 W2/20 MW3/20 M4/20 W 1o/20 W 19/20

probe: 20 ICMP Echo Pings (56 Bytes) every 300s end: Sun M:

Last 30 Hours from smokeping

Seconds

Last 30 Hours from smokeping

econds



MMIX MMNOG

Common home page HTML

html lang="en"
head

meta charset="UTF-8"
meta name="viewport" content="width=device-width, initial-scale=1.0"
title>Sample Home Page</title

link rel="stylesheet" href="https://stackpath.bootstrapcdn.com/bootstrap/4.3.1/css/bootstrap.min.css"”
link rel="stylesheet" href="https://cdnjs.cloudflare.com/ajax/1libs/font-awesome/6.0.0-beta3d/css/all.min.css"

link href="https://fonts.googleapis.com/css?family=Roboto&display=swap” rel="stylesheet"

script src="https://code. jquery.com/jquery-3.6.0.min. js" script

script src="https://cdnjs.cloudflare.com/ajax/1ibs/popper.js/1.14.7/umd/popper.min. js" script
script src="https://¢ script

script async src="https://www.googletagmanager.com/gtag/js?id=UA-XXCOXXX-X" script
script

window.datalLayer = window.dataLayer || [];
gtag(){dataLayer.push(arguments);}

How many DNS resolving calls were made by a web page
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further readings

https://en.wikipedia.org/wiki/Top-level domain#Reserved dor

https://en.wikipedia.org/wiki/Country code top-level _domain

https://www.cloudflare.com/learning/dns/dns-server-types/#recursive-dns-serv
https://www.cloudflare.com/learning/dns/dns-records/
https://www.cloudflare.com/learning/cdn/glossary/anycast-net

https://docs.digitalocean.com/glossary/dns/
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