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THINGS NETWORK (IoT)



Industry 1.0
1760–1840

Industry 2.0
1870–1914

Industry 3.0
1960–2000

Industry 4.0
 2010–Present

Steam

First industrial revolution 
by the  introduction of 
water and steam power 

to drive the machine 

Electricity

Became mass 
production, and 
factories became 

more efficient with 
electric 

Electronics

Computer, automated 
process.  PLC

Digital/Cloud

Smart automation with 
IoT, AI, Cloud, Big Data

IoT Historical



What is
the Internet of 
Things (IoT)?

IoT means “making things smart by giving 

them the ability to communicate over the 
internet”

IoT



Devices collect the data

( Light, Temperature, etc...)

1

Data is sent over Internet (Wi-

Fi, 4G, 5G)

2

Analyze the data by

cloud (IoT platform)

3

Turn on/off the AC, Fan, Bulb sent 

notification

4

Senor collects the data

Data is transmitted to edge/cloud(IoT platform)

Data is proceeded by edge/cloud.

Action to actuators (on/off, notification)

HOW IoT WORKS



Components of IoT

Senor, Actuator and gateway

Connectivity

 Data Processing

Application & Action

IoT Platform

IoT

Gateway

Internet

4G/5G

Wi-Fi/ Zigbee/ 

LoRaWAN

Wi-Fi/ Zigbee/ 

LoRaWAN

Sensors Actuators



Sensors & Actuators

Temperature Senor

Humidity Senor

GPS Senor

CO₂ CO₂ Sensor

Soil moisture sensor

Switch 

Valve control 

Relay switch

Buzzer

➢ Sensors ➢ Actuators



Temperature Senor

Humidity Senor

CO₂ CO₂ Sensor

Sensors



• Remote ON/OFF

• Time-Based ON/OFF

• Power Consumption Measurement

Smart Wall Switch

Actuators



Actuators

“Control heavy compressors with relay breaker”



Actuators

“Continuous monitoring and control to PLC with Modbus”



Connectivity

Feature Wi-Fi Zigbee LoRaWAN

Range Short-Medium (10-100m) Short (10-100m) Very Long (2-15 km+)

Header size 80-150 bytes 25-60 bytes 13-17 bytes

Max 
Bandwidth 50-1000 Mbps 20-250 Kbps 0.3-50 Kbps (slow!)

Frequency 2.4 GHz / 5 GHz 2.4 GHz / 915 MHz / 868 MHz Sub-GHz (868/915 MHz)

Power Use High (needs frequent 
charging) Low (months/years) Ultra-Low (10+ years!)

Topology Star Mesh Star-of-Star

Max Devices ~30-50 per router 65,000+ (mesh helps) Thousands (per gateway)

Latency Low (ms) Low (ms) High (seconds-minutes)

Use Case Video streaming, web Smart home (lights, sensors) Agriculture, utilities, long-
range sensors



Centralized infrastructure

Data Processing 

Near devices & Sensors

❖ Real-time control & fast response

❖ Local filtering & data aggregation

❖ Reduces bandwidth & cloud costs

❖ Massive data ingestion & storage

❖ Predictive and Analytics with Machine Learning 

❖ Global visualization, dashboards and centralize control 

Edge Processing

Cloud Processing



Application & Actions 

• Web Dashboards

• Mobile Apps

• Voice Assistants

• APIs for Custom Development

• Alerts: Push Notifications, SMS, Email

• Workflows & Automation Rules (IF → THEN)

• Automated Actuator Control

• Scheduled Operations

Application

Action & Automation



Indoor Air Quality (IAQ) Sensor LoRa WAN Gateway IoT Platform

Internet

Demo setup for IAQ sensor integration with IoT Platform



IoT Sensor Setup Overview

IoT Sensor Setup Process

❖ Get the app (milesight toolbox) and scan NFC to extract information for 
below

❖Check hardware version, firmware version and get EUI code

❖ Check class type (Class A)

❖ Reporting interval (default 20min)



Gateway Device Setup Overview

Gateway Device Setup Process

❖ Enable embedded server

❖ Create application for your IoT sensor (Device name and description)

❖ Setup device setting and add EUI for IoT sensor (class type, EUI, payload decode, device application key)

❖ Setup nodeRED with device Access token from IoT Platform after creating device profile.



IoT Platform Setup Overview

IoT Platform Setup Process

❖ Get account (https://thingsboard.cloud)

❖ Create Device profile and Device for IoT sensor and gateway  (access token)

❖ Create rule chain for IoT sensor and Gateway (Telemetry and attribute)

❖ Create application dashboard for data monitoring using telemetry data from IoT devices



Get IoT sensor information using Milesight ToolBox App , available on App store and Play store (Need NFC function in 
phone)

Firmware upgrade 
and Device reset setting

IoT Sensor Setup Overview



IoT  Sensor Setup 
Overview

• Get EUI

• Check Firmware Version

• Check Hardware Version



IoT  Sensor Setup 
Overview

• Setup Reporting Interval
• Check Class Type
(sensor class default type A)



• Enable embedded 

network server 
from “Disabled/Disconnec
ted” state to 
“Enable/Connected” state

Gateway Device Setup Overview

• Find and connect Gateway SSID

• Default IP "192.168.1.1" and 

login (username – xxxx , 
password – xxxx)



• Create “Applications” corresponding to 

device names

• When create the name of application and 

device, use device model number and last 
3-num of EUI

Gateway Device Setup Overview



Update Payload Codec for each device by clicking obtain 

button 

Gateway Device Setup Overview



Add IoT Device by using EUI code, Application name and make them “Online”

Gateway Device Setup Overview



Gateway 
Device 
Setup 
Overview
When adding IoT device, the 
following information are 
needed to add



Gateway Device Setup 
Overview

Check in Packets whether the device can send uplink or not



Gateway Device 
Setup Overview

For Node-RED, “Enable” and “Launch”  → Save

(Node-RED is to transmit sensors data into IoT platform) 



Flow of Node-
RED and IoT 
Platform



Gateway Device Setup 
Overview

In Node-RED,  add sensor device EUI



“ // On Message 

var bytes = msg.payload; // incoming bytes array from MQTT or HTTP 

msg.payload_1 = milesightDeviceDecode(bytes); // decode AM103 payload 

msg.payload = msg.payload_1;

return msg; ”

Gateway Device Setup Overview

• Get the decoder for the supported 

IoT device series from Milesight’s 
GitHub and code is JS.

• Link: SensorDecoders/am-series at 
main · Milesight-
IoT/SensorDecoders · GitHub

• Add decoder code into Node-RED
• Verify return message at below

https://github.com/Milesight-IoT/SensorDecoders/tree/main/am-series
https://github.com/Milesight-IoT/SensorDecoders/tree/main/am-series
https://github.com/Milesight-IoT/SensorDecoders/tree/main/am-series
https://github.com/Milesight-IoT/SensorDecoders/tree/main/am-series
https://github.com/Milesight-IoT/SensorDecoders/tree/main/am-series
https://github.com/Milesight-IoT/SensorDecoders/tree/main/am-series
https://github.com/Milesight-IoT/SensorDecoders/tree/main/am-series


“Add telemetry data”

var device_1 = {

  devEUI: msg.object.devEUI,
  deviceName: msg.object.deviceName,
  temperature: msg.object.temperature,

  humidity: msg.object.humidity,
  co2: msg.object.co2,
  battery: msg.object.battery

};

msg.payload = { device_1 };

return msg;

Gateway Device Setup Overview



Gateway Device Setup Overview

“Add attributes data”

var dr= msg.dr;

var adr = msg.adr;
var freq = msg.freq;
var snr = msg.snr;

var rssi = msg.rssi;
var time = msg.time;
var fport = msg.fport;

var fcnt = msg.fcnt;
var deveui = msg.deveui;
var server_attr_1 = {

  dr,adr,freq,snr,rssi,fport,fcnt,deveui
}

msg.payload = {server_attr_1};
return msg;



Gateway 
Device Setup 
Overview
System Flow of LoRaWAN IoT 
Application with Node-RED 



Gateway Device 
Setup Overview

For telemetry >>> add server 
url, topic and security



Gateway Device 
Setup Overview

For attributes >>>  add 
server, topic and security



Get access token of gateway

Check connectivity of gateway

IoT Platform Setup Overview



IoT Platform Setup Overview

Create Rule Chain for IoT Device and Gateway

Gateway Rule chain

Sensor device Rule Chain 

Name Gateway or 
Devices



IoT Platform Setup Overview

Create Device Profile and Device

Setup Device Profile Name

Use Device Rule chain

Setup Device Name

Use Device Profile

Add Device and select profile  

Add Device Profile and select preconfig rule chain 



IoT Platform 
Dashboard 
Overview

Go to "Dashboards" ==> 

Click "+" sign ==> 

Choose "Create new Dashboard"

==> Name for "Title", "Description"

==> Click "Add"



IoT Platform 
Dashboard 
Overview

Click "Add new widget" 

==> Click "search" icon 

==> Type "Temperature" 

==> Select Widget



IoT Platform 
Dashboard 
Overview

Choose your device name in "Device"

Choose your timeseries data in "Data Key"

And click "Add"



IoT Platform 
Dashboard 
Overview

Now get temperature value that 
display current timeseries data.

Click "save".



IoT Platform 
Dashboard 
Overview

And add another widget that shows 
with chart for temperature.



IoT Platform 
Dashboard 
Overview

To enable full screen and data export, 
change to "Advanced" mode , go to 
"Widget card" ,  name for "TiItle" , 
enable button for full screen and data 
export.

Click "Apply".



IoT Platform 
Dashboard 
Overview

When get the temperature chart, can 
check the old timeseries data and 
export the report by selecting the 
time and date.



IoT Platform 
Dashboard Overview

Choose the time, date and 
grouping interval.



IoT Platform 
Dashboard 
Overview

Can export the report by clicking 
export icon and choosing file type 
to download.



IoT Platform 
Dashboard 
Overview

And add widgets for humidity and 
CO2 timeseries data like temperature.



Live Stream IoT Dashboard 



Q&A



Thank You

Website: www.agbcommunication.com

Email: iotteam@agbcommunication.com

Phone: 09 97 787 8889
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